ABSTRACT Task-oriented social systems involve workers and tasks, which can typically be modeled by bipartite networks. The absence of workers may cause some tasks cannot be finished in time, thus hampering the smoothing operation of the whole system. In this study, we focus on the robustness analysis of such bipartite task-oriented social networks under the absence of some workers. In particular, taking hospital logistics systems as an example, we propose four attack strategies: efficiency-based attack, centrality-based attack, diversity-based attack, and influence-based attack. The experiments on nine real hospital logistics systems show that these systems are especially vulnerable to the diversity-based attack. Different hospitals may present different patterns: some hospital logistics systems are relatively robust against these attacks while others are more vulnerable. The former hospitals are relatively small in size and adopt a global task assignment mode in which the workers can be easily replaced by others. On the contrary, the workers in the latter ones are highly professional and irreplaceable due to the large scale of the hospitals and the adoption of a regional task assignment mode. We also design two task reassignment mechanisms to model the cascading failure of such systems. In this case, the working load plays an important role in the robustness of these systems. Moreover, we find that the robustness and efficiency seem to be negatively correlated with each other, and how to balance the two in real systems still remains an open problem.
I. INTRODUCTION
Networks are ubiquitous [1] - [5] . Many real systems can be viewed as complex networks, such as World Wide Web (WWW), Internet, social network etc. The hospital logistics system is such a system where the workers and tasks constitute a bipartite network. With the continuous reform of the hospital management system, hospital logistics has become an important part of the development of hospitals today, which is the necessary guarantee to ensure the normal operation of the hospital. The research on hospital logistics system could help to index and quantize the operation status
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In the hospital logistics system, factors such as talent competition between hospitals and personal career development of workers often lead to the personnel flow, which has a certain impact on the robustness of the system. Furthermore, higher ability matches better salary, so accurately measuring the importance of workers is also conducive to the establishment of the incentive mechanism. Properly evaluating the importance of workers is particularly important for the system robustness and employee development. In the scenario of hospital logistics system, workers and tasks need to complement each other. As such a complex system runs, it's a challenge to evaluate every worker in the system. so on [10] , [37] , [44] . Starting from the emerging hospital logistics system, this paper constructs the worker-task bipartite network and quantifies the robustness of the task assignment network, so as to optimize the hospital logistics system. The proportion of isolated nodes related to the largest connected component is selected in order to make the network robustness have practical significance.
The main contributions of this paper are as follows:
• We collect the task data in nine hospitals and establish nine bipartite task assignment networks to describe their structures.
• We propose four strategies (including efficiency-based, centrality-based, diversity-based and influence-based) to attack task assignment networks; and comprehensive experiments show that centrality-based and diversity-based attacks are more effective than the others.
• We introduce two task reassignment mechanisms when some workers are absent, which facilitates the study on cascading failure of task assignment networks.
• We explain why the attack effects vary on different hospitals, which may provide suggestions for managers to design appropriate logistics systems for hospitals based on their own demands, i.e., depending on whether they focus on efficiency or robustness.
The rest of this paper is organized as follows. In Sec. II, we give the four attack strategies based on the efficiency, centrality, diversity, and influence, respectively, propose a new metric for measuring the robustness of the bipartite network and also introduce our task reassignment mechanisms. In Sec. III, we introduce our dataset collected from nine hospitals, and perform comprehensive experiments on testing the robustness of the logistics systems of these nine hospitals. We then make a brief discussion in Sec. IV, and conclude the paper in Sec. V.
II. METHOD
Considering a hospital logistics system, we establish a task assignment network containing two types of nodes, workers and tasks. In particular, we give the following definition: Definition 1: A task assignment network is a weighted bipartite network, denoted by G = (P, T , E, W ), where P = {p 1 , p 2 , · · · , p m } denotes the set of workers, T = {t 1 , t 2 , · · · , t n } denotes the set of tasks, E denotes the set of links between the workers and tasks, and W = [w ij ] m×n is a link weight matrix. We assume there is a link between worker p i and task t j , i.e., e ij ∈ E, if w ij > 0, while they are disconnected if w ij = 0.
A. ATTACK STRATEGIES
To address the robustness of a hospital logistics system, we build a bipartite network based on the task assignment. For example, as shown in Fig. 1 (a) , the network contains three workers and four tasks. If a task is assigned to a worker, VOLUME 7, 2019 FIGURE 1. (a) Task assignment network. There are three workers, namely p 1 , p 2 and p 3 , and four tasks, namely t 1 , t 2 , t 3 and t 4 . The width of line indicates the frequency that the task is assigned to the worker. (b) Task reassignment. When worker p 3 is absent, task t 3 is reassigned to p 1 and p 2 since these two workers have experience on this task, therefore, the weights between them, i.e., w 13 and w 23 , are updated.
we establish a link between them. Each link has a weight, representing the times the task is assigned to the worker.
Normally, workers may be absent with almost equal probability, due to illness etc. We consider this case as random attack. More interestingly, we should consider the situations that workers may be agitated to leave their posts, especially when there are strong competition among different labor dispatching companies and hospitals. In this case, it is quite important for the managers to measure the importance, or irreplaceability, of different workers in ensuring the smooth operation of hospital logistics systems.
1) EFFICIENCY-BASED ATTACK
The most common metric to measure the importance of a worker is efficiency. In a task assignment system, the efficiency of a worker is always related to the number of tasks and task execution time, which could be defined as:
where T j represents the average execution time of task t j , s i represents the total number of tasks executed by worker p i , T ij represents the average execution time of worker p i on the task t j , and w ij represents the number of times that worker p i performs task t j . Based on this definition, we assume that if the execution time of a worker on a task is smaller than the average execution time of the task, his/her efficiency on this task is relatively higher. To perform the attack, we first rank the worker nodes based on their efficiency, from high to low, and then remove them one by one.
2) CENTRALITY-BASED ATTACK
The importance of a worker is not only reflected in himself, but also in the tasks he does. In most cases, the more important the task is, the more it can highlight the value of the worker from the side. Eigenvector centrality has been widely used in webpage ranking for search engine [45] and other rating systems [20] , [45] , [46] . Recently, Daugulis proposed a generalized eigenvector centrality to rank the nodes in the bipartite graph [20] . If we define rating vectors x and y for tasks and workers, respectively, and also an adjacency matrix representing the allocation of tasks to workers, the following assumptions are then made to create a rating system [20] :
• Task ratings are additive with respect to worker ratings, and vice versa.
• The contribution of worker p i to the rating of task t j is proportional to the rating of task and is inversely proportional to the weight between them, i.e., w ij , meaning that fewer workers can do harder tasks.
• The contribution of task t j to the rating of worker p i is proportional to the rating of worker and the weight between them, meaning that more central workers can do more tasks. Based on these assumptions, we can get the rating vectors by the following equations when the system is convergent:
where the parameters λ and µ are used to normalize the rating vectors, and the constraint is x = y = 1.
3) DIVERSITY-BASED ATTACK
Generally, for workers, due to different working habits and preference, their ability to cope with different tasks may vary from each other. If a worker can deal with more tasks in a specific period of time, we think this worker is more important in keeping the stability of a system, since he/she can better fill the vacancy caused by the absence of other workers. To measure the task diversity of a worker, we use the Shannon Entropy [47] , [48] , which appears to be a commonly used diversity index. Differently, we modify the Shannon Entropy by multiplying a fraction of tasks done by the worker, which is defined as:
where n is the total number of tasks, s i is the number of tasks performed by worker p i , and θ ij is calculated by:
meaning the proportion of times that task t j was performed by worker p i over the total times it was performed. It can be found that, for a worker, diversity could be related to degree, i.e., the worker of higher degree must involve more tasks and thus generally have higher diversity.
4) INFLUENCE-BASED ATTACK
In recent years, research on network dismantling has continued to deepen, the essence of which is to identify the most critical nodes in a given network [10] - [14] . This is a measure different from the standard network metrics. By comparing the impact of different nodes on the network connectivity, the sequence of nodes that makes the network collapse fastest is found. Similarly, after dismantling the task assignment network, the order of different workers is obvious. When a worker is not in the position, if the normal operation of the system is greatly damaged, then he is quite important to some extent. Morone and Makse introduced the concept of collective influence(CI ) to better understand the relationship between the influence of a node and its topological structure [11] , [49] - [51] . According to the reference [11] , the collective influence of node i is defined as:
where k i represents the degree of the node i, and Ball(i, ) is the frontier of the ball which is centered on node i with radius . Inevitably, the implementation of the algorithm needs to calculate the CI of each node i and update the network by removing the node with the largest CI value. The process of removing nodes and recalculating CI until the giant component is destroyed achieves the network dismantling.
B. METRIC FOR NETWORK ROBUSTNESS
The evaluation of network robustness for a task assignment network is critical when it may be confronted by various attacks. The factors such as resignation largely affect the stability of the system. The robustness measure R [10] , [52] is often used to measure the performance of the network, which is calculated by the relative size of the largest connected component. R is defined as
where m + n is the number of nodes in the network, s(Q) is the size of the largest connected component after removing Q nodes.
In the actual task assignment network, not only the connectivity of the network needs to be concerned, but also the ratio of isolated task nodes should be paid attention to. Compared to the former, the ratio of isolated nodes is more directly related to the execution of the task and is defined as
where n iso is the number of isolated task nodes after attack. In fact, there is a strong correlation between R and I . Because the larger the giant component ratio is, the fewer isolated nodes may exist, and the robustness of the corresponding network will be better. In the practical application scenario of the hospital logistics system, we are more concerned with the impact of the isolated tasks on the system, while we do not mainly consider those tasks that can be replaced by the vast majority. Therefore, we mainly use I to measure the robustness of the hospital logistics system, and R value as an auxiliary reference.
C. TASK REASSIGNMENT MECHANISM
When a worker is absent one day due to some reason, the task he is responsible for has to be reassigned to the remaining workers who have done this task before. For instance, as shown in Fig. 1 (b) , e.g., when p 3 leaves, the part of task t 3 that p 3 is responsible for, need to be reassigned to p 1 and p 2 . Then, the weight of link between p 1 and t 3 , i.e., w 13 , and that between p 2 and t 3 , i.e., w 23 , should be updated. In particular, suppose worker p k is absent, then the assignment of task t j is updated by
where θ ij is a function of w ij , which means that the reassignment of task t j is determined by the experience of workers on this task. In reality, there might be several different ways to reassign the task, that is, the function may have different forms, such as the two listed as follows.
• One takes all. In the traditional hospital logistics system, head nurse may decide which worker takes over the released task t j . In this case, the task may be reassigned to a single worker for convenience, i.e., we first randomly choose one of workers who have experience on task t j , and let him/her take over the part that p k was responsible for. In other words, θ ij is either 1 or 0, and the probability that p i is chosen to take all is defined as
where n j is the number of workers that have experience on task t j .
• Experts take more. The experience of worker p i on task t j is measured by the mean times per day for the task, which is in proportion to the link weight w ij . In this case, we have
Nowadays, the electronic devices, such as mobile phone, are being used in the task assignment of many hospital logistics systems to improve the work efficiency and collect the related information, which can further facilitate the human resource management. Based on such devices, workers can apply certain tasks they are familiar with. In this case, the reassignment of task t j is better to be determined by the experiences of workers on this task. In this paper, we adopt the parameter defined in Eq. (10) and Eq. (11) respectively, to update the link weight between workers and tasks, and then compare the two task reassignment methods in the hospital logistics system.
III. EXPERIMENT A. DATASET
Our dataset was collected from the logistics systems of nine hospitals in Zhejiang Province, including about 500,000 pieces of transportation data from January 2017 VOLUME 7, 2019 FIGURE 2. (a) Dispatching center interface. The dispatching center is the control center for the comprehensive dispatching of logistics transport tasks, which realizes the overall management of the unassigned, assigned and completed tasks. (b) Mobile phone interface. According to the task lists released by the task dispatching center of the hospital, workers perform tasks at the required time and place. They need to scan two-dimensional codes on their mobile phones to record the details of the tasks, including the task location, time, tools, content and so on.
to April 2018. With the deepening of hospital logistics informatization, the dispatch and execution of tasks can be recorded by computers and mobile phones. According to the task lists released by the task dispatching center of the hospital, workers use the mobile APP to scan the two-dimensional codes to record the details of their tasks. Different two-dimensional codes are set in each department of the hospital. When the workers perform tasks, they can scan the code on their mobile phones at the required places to record the location, time, tools and content of the tasks. Data can be stored in the database for subsequent analysis. The interface of dispatching center and mobile phone is shown in Fig. 2 . In this paper, our research mainly focuses on the properties related to workers and tasks. The details of the dataset are introduced as follows.
• On the task side, for each record, we have following information: the departure place, the destination, the departure time and the arrival time. We use the pair of departure and destination places to characterize tasks. Both departure time and arrival time are recorded in the format of ''year/month/day hour:minute:second'' (e.g., 2017/8/3 9:30:23), which provides the opportunity to not only study the efficiency of a worker on a task but also investigate its monthly or seasonal variation. The difference between the departure time and the arrival time is used to define the task execution time of the worker on the task.
B. TASK ASSIGNMENT NETWORK PROPERTIES
In a hospital logistics system, we think that two records share the same pair of places, denoted by A and B, no matter whether it is from A to B or from B to A, correspond to the same task. The task involves the same group of medical workers and the same distance, so the difficulty is similar. Now, we have our task nodes, based on which we can establish the bipartite task assignment network. Based on this method, we construct bipartite task assignment networks for the logistics systems of nine hospitals in Zhejiang Province, China. Several basic attributes of these networks are presented in TABLE 1. In particular, these attributes include: the number of workers m, the number of tasks n, the number of links |E|, the diameter D, the average shortest path length l , the average degree k , the density ρ, the assortativity coefficient r, the average clustering coefficient C, the average clustering coefficient for workers C P , the average clustering coefficient for tasks C T , the average closeness centrality CC, the average degree centrality DC and the average betweenness centrality BC. Note that here the clustering coefficient for a bipartite network is defined as [53] :
where N (N (v)) is the 2nd-order neighbor set of v by excluding itself, and c uv is the pairwise clustering coefficient between nodes u and v. The average clustering coefficient for the whole network then is calculated by
Then, we can get the average clustering coefficient only for the workers C P and for the tasks C T , respectively. We can find that there are some structural differences among different hospitals in their task assignment networks, reflecting the differences of the actual hospital scale and logistics transportation mode, which may have certain influence on the network robustness.
To study the evolution of these networks, we establish the daily task assignment network, and find that most attributes keep steady with time on the whole. However, when we look at the evolution in a week, we find the distinct difference between working days and weekend, as shown in Fig. 3 . Note that here we only present the trends of four hospitals, they are similar for the others. This is quite reasonable since there must be more various tasks, and also each worker should be responsible for more tasks in working days. 
C. NETWORK ROBUSTNESS ANALYSIS
As mentioned above, we are more concerned with the impact of isolated tasks on the robustness of hospital logistics systems, so we choose I to measure the robustness of the system. The two robustness metrics have a certain correlation, so the curves obtained are basically the same. In order to make the results clearer, we only select I to show in the figure.
In order to compare the robustness of the logistics systems in several hospitals, we randomly remove the worker nodes in a task assignment network with the fraction of removed nodes varied from 10% to 100%. For each fraction, the experiment is repeated 1000 times and the robustness of the network is recorded. The results are shown in Fig. 4 , where we can find that, in general, the system becomes less robust as more and more worker nodes are removed.
More interestingly, we find that although most hospitals present quite similar trends, hospital #3 seems quite different from the others. When we look into the task assignment networks, the workers in hospital #3 are mainly responsible for 5-10 tasks which account for the vast majority of daily work. When some workers are removed, the robustness of the network decreases almost linearly. This is mainly because, in this hospital, there are clear division of labor due to the large scale of the hospital, i.e., some workers are responsible for certain tasks in fixed regions for a relatively long time. Therefore, when certain workers are absent, these tasks may be isolated soon, leading to relatively poor robustness of the task assignment network. For hospital #9, more workers are responsible for each task due to the small scale of the hospital. Therefore, when a worker is absent, the others can easily take over the tasks, leading to relatively strong robustness of the task assignment network. For the sake of clarity, the task assignment network consisting of the top 50 tasks with the largest number is taken as an example. Fig. 5 shows the topology structure of the network for Hospital #3 and Hospital #9. Now, let's attack the task assignment networks based on the efficiency, centrality, diversity, and influence of workers, respectively, and the results are shown in Fig. 6 . As we can see, for most cases, the robustness of the network decreases quite slowly as a small fraction of worker nodes are removed. However, when the fraction of removed worker nodes reaches a certain threshold, the robustness of the network may decrease quite fast as more worker nodes are removed. This is reasonable, since almost all the task assignment networks of hospital logistics systems have certain redundancy, i.e., these networks are still connected as a whole when a small number of workers are absent. However, most of them will be broken when a large number of worker nodes are removed, in this case, the hospital logistics systems may not run regularly.
In the five attack strategies including random attack, centrality-based and diversity-based attacks behave better than the other three, as show in Fig. 6, i. e., the robustness of the network decreases much faster under centrality-based or diversity-based attack as the fraction of removed worker nodes increases. Interestingly, we find that efficiency-based attack is close to, and sometimes even worse than, random attack, indicating that removing efficient workers may not influence the connection of the whole task assignment network, i.e., the efficiency has less effect on robustness of the whole system, although efficiency is still the main metric to evaluate workers nowadays. As for the network dismantling method, its effect is not bad. It belongs to the medium grade, next to the centrality-based and diversity-based attacks. Moreover, we can see that centrality-based and diversity-based attacks are quite close to each other in most cases, except for hospital #3. Since in the attack, we first sort all the worker nodes based on their efficiency, centrality, diversity, or influence, and then remove nodes from large to small, we thus further investigate the Spearman correlation between pairwise of them. The correlation results are presented in TABLE 2, where we can see that centrality and diversity indeed have quite high correlation in most cases. However, they are quite different for hospital #3, where workers have better division of labor, and thus the task assignment network has sparser structure, as shown in Fig. 5 . In addition, there is no significant relationship between the efficiency-based attack and other methods, because the efficiency-based indicator evaluates the workers from the non-topological perspective such as task location and time.
According to the changing trends of the curves in Fig. 6 , the nine hospitals can be roughly divided into two groups. One group of hospitals have relatively robust logistics systems, such as hospital #2, hospital #5 and hospital #6. For these hospitals, the task assignment network maintain good connectivity even when 50% workers are removed by any attack strategy. In fact, these hospitals adopt a global task assignment mode, and thus workers can easily fill the vacancy when some are absent. The logistics systems of the other groups of hospitals are of less robustness, since these hospitals tend to adopt a regional task assignment mode, i.e., they have relatively better division of labor, especially for hospital #3, where the workers are responsible for the certain tasks of the corresponding regions.
D. CASCADING FAILURE
Cascading failures often occur in complex networks. Previous studies have investigated cascading failures in coupled map lattices with different topologies [54] . The north American power grid is one of the classic examples of cascading failure in which the entire network is disrupted as a few nodes are removed [55] . Many subsequent studies also analyzed the node load [56] and redistribution rules in the cascade models [57] . In this paper, based on the removal of worker nodes in the task assignment network, the cascading failure model is constructed by determining the node load and establishing the reassignment mechanism. In many cases, when workers are absent, their tasks need to be reassigned to the others. However, when the workers undertake more and more tasks, they may be overloaded and thus their efficiency will largely decrease. To simulate such situations, we turn to the cascading failure model, i.e., the failure of some nodes may lead to the failure of others, and so forth, eventually leading to the collapse of the entire system. Factors influencing the network cascade effect include:
• Initial load on the nodes. Here, we choose the workers and their long-term responsible tasks to establish the task assignment network, and use the average numbers of tasks per day as the initial load of the worker nodes.
• The relationship between node capacity and initial load. The capacity of a worker node is the maximum load that this worker can withstand, and the node capacity is usually proportional to the initial load. In this paper, we specify that the node capacity is three times of the initial load.
• Task reassignment rule after node failure. When a worker node fails, we reassign the tasks according to Eq. (9), Eq. (10) and Eq. (11) to the workers who are familiar with these tasks. According to the comparison of different attack strategies above, we choose the diversity-based attack with better attack effect as the strategy to remove worker nodes. The worker nodes are deleted in descending order according to the diversity. Fig. 7 compares the three cases: two consider cascading failure while the other doesn't. As we can see, the network robustness decreases as more worker nodes are removed. Without considering the cascade failure, the curve changes relatively smoothly, while in the case of cascading failure, the network quickly collapses when a part of nodes are removed. This phenomenon is quite similar to the cascading failure in traffic networks and power networks [58] , [59] . Comparing the two task reassignment mechanisms, it is obvious that the network will collapse faster in the case where one person takes all tasks. More interestingly, we find that the task assignment networks of hospital #1, hospital #6, hospital #8 and hospital #9 collapse especially fast when we consider cascading failure, i.e., most task nodes are isolated when less than half worker nodes are removed, while they are relatively robust without considering cascading failure, i.e., we need remove more than 80% worker nodes to make most task nodes isolated. This might be because these hospitals have relatively heavy tasks, which may lead to more critical cascading failure in task assignment networks.
IV. DISCUSSION A. SPECIALIST OR GENERALIST?
As we can see in the above analysis, in some hospitals, workers are responsible for a small fraction of tasks, we call them specialists; while for the others, workers are responsible for a large fraction of tasks, we call them generalists. Fig. 8 gives the average fraction of tasks per worker in each hospital, where we can see that the average fraction of tasks in different hospitals indeed varies significantly, e.g., this value in hospital #2 is as high as 64%, while in hospital #3 it is less than 10%.
The average fraction of tasks for each hospital reflects the transportation mode of the logistics system in the hospital. Choosing specialists or generalists needs to be adapted to different actual situations. Based on our field investigation, the regional transportation mode needs more specialists, which may be adopted in relatively large comprehensive hospitals, while the global transportation mode needs more generalists, which is adopted more frequently in small and medium-sized hospitals.
B. EFFICIENCY OR ROBUSTNESS?
We always expect that robustness and efficiency can be both guaranteed in a system. However, in real situation, this might not be always true. In this study, we find that regional transportation mode can improve the efficiency for those large hospitals, but it may reduce the robustness of the whole logistics systems; while the global transportation mode can increase the robustness of the logistics systems of those small or medium-sized hospitals, but it may slightly decrease their efficiency. How to achieve a balance between efficiency and robustness is always an important issue in practical applications. We find that the average efficiency and the average fraction of tasks are negatively correlated with each other, as shown in Fig. 8, i. e., if a hospital has relatively high average efficiency, it always has relatively small average fraction of tasks. Since the fraction of tasks is positively correlated with the diversity of workers defined by Eq. (4), based on the experimental results, we thus can conclude that the efficiency and robustness are indeed negatively related in hospital logistics systems. This is reasonable, considering that, when the transportation mode is more specialized, workers can be more focused, and thus their efficiency could be improved [60] . Otherwise, workers need to pay attention to a large number of tasks, which may lead to low efficiency. Therefore, for the hospital logistics system, workers should be familiar with different task types as much as possible, but they can be responsible for part of the tasks in a regional manner, which ensures that the efficiency is as high as possible under the premise of system stability. How to balance the two still remains an open problem, and left for future works.
V. CONCLUSION
To the best of our knowledge, this is the first work to address the robustness of bipartite task-oriented social networks, under the absence of workers. We define a metric to measure the robustness of such a bipartite network, and meanwhile propose four attack strategies, including efficiency-based attack, centrality-based attack, diversity-based attack and influence-based attack. We find that, by comparison, most hospital logistics systems are more vulnerable to diversity-based attack, especially for those large-scale hospitals adopting regional task assignment mode, since they have relatively better division of labor and thus the workers are relatively irreplaceable. Moreover, we design two task reassignment mechanisms to model the cascading failure of hospital logistics systems. The results show that the workers in a hospital have higher working load, the hospital will be more vulnerable to diversity-based attack. The balance between efficiency and robustness is especially important here since these two seems to be negatively correlated with each other in our study.
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